OFFICE OF THE UNDER SECRETARY OF DEFENSE
5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

03 MAR 2010

INTELLIGENCE

MEMORANDUM FOR CHAIRMAN, INTELLIGENCE TASK FORCE, DEFENSE
SCIENCE BOARD

SUBJECT: Terms of Reference — Counter Insurgency (COIN) Intelligence, Surveillance
and Reconnaissance (ISR) Operations

You are requested to perform a Defense Science Board Intelligence Task Force
study to identify how Department of Defense (DoD) intelligence can most effectively
support COIN operations and what emerging science and technology would have the
greatest intelligence potential in this type of warfare. The principal objective is to
influence investment decisions by recommending appropriate intelligence capabilities to
assess insurgencies, understand a population in their environment, and support COIN
operations.

COIN involves a protracted campaign where both enemy and friendly forces
continuously seek advantage by adapting systems, tactics, techniques and procedures.
COIN uses all instruments of national power to sustain an established indigenous
government and improve or defend its credibility against adversaries. Long-term success
requires the local populace to accept the established government and become self-
sufficient in managing affairs that enable security, justice and economic growth.

Recent history has shown COIN operations will be conducted by a coalition of
nations with support of the internationally recognized government. This disparate set of
cultures and intelligence collection capabilities makes information sharing with
interagency, host nation, and coalition partners a challenge. Host nation civilian
sentiment critically impacts COIN success, indicating anthropological and socio-cultural
factors must be also be addressed. DoD ISR capabilities must adapt to this demanding
environment. Per Major General Flynn, we must “...build a process from the sensor all
the way to the political decision makers...” to ensure our senior leaders have the right
decision making information.

This “COIN Intel Ops Study” should address the following:

(1) What is the developing role of DoD ISR in COIN ops; who are the customers
and what are the requirements?

(2) What is the recommended allocation and use of DoD ISR resources to sustain
COIN capability along with other competing intelligence requirements, for
example counterterrorism?

(3) What changes can be made in the ISR process to improve support to COIN?
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(4) What can be done in the immediate future to improve network agility and
information sharing across the broad spectrum of mission partners conducting
COIN and during the promotion of regional stability?

(5) What emerging technologies and methodologies, combinations of sensors, and
investments in information fusion and analysis are likely to provide the
highest payoff?

The study is sponsored by the Under Secretary of Defense for Intelligence
(USD(1)). USD(]) is authorized to act upon the advice and recommendations of the
Board. ColJ. Scott Winstead, OUSD(I) 703-607-0410, will serve as the Executive
Secretary.

The Task Force will operate in accordance with the provisions of P.L. 92-463, the
“Federal Advisory Committee Act,” and DoD Directive 5105.4, the “DoD Federal
Advisory Committee Management Program.” It is not anticipated that this Task Force
will need to go into any “particular matters” within the meaning of Section 208 of Title
18, United States Code, nor will it cause any member to be placed in the position of
action as a procurement official.
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